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● What is a Verifiable Credential?

○

●  Data Model (encoded as JSON-LD 1.1) 

■

■

■

■ →

■

■ Linked Data

W3C Verifiable Credentials Standard



W3C Verifiable Credentials Roles

Source: W3C



W3C VCs .- The most simple Data Flow
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W3C Verifiable Credentials Data Model

Credential Structure

Claim

Presentation Structure

Contains

Contains

Source: W3C



W3C VC Roles and Lifecycle

Source: W3C



●

○

● Commercial Registration Agency

● Exporter

● Origin Customs

● Exporter

● Revenue Agency

● Exporter

● Importer

● Destination Customs

●

Simplified Generic Flow for a CoO (I/II)
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Simplified Generic Flow for a CoO (II/II)
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●

○

○

■

■

○

● Next Step:

Case Study



CoO as a VC (Linked Data Graph)
CertificateOfOrigin

CoO 
wzk24v3Go1...2021-01-15T12:00:00Z

type

UCR 
MA123456

credentialSubject

MA

originCountrry

issuanceDate

issuer

did:iota:gov:ma:douane
:....

Signature 456

RsaSignature2018

2021-01-14T12:10:05Z eyJhbGciOiJSUzI1NiJ9.eyJpc3...

Consignment

type

type

created
jws

verificationMethod
did:iota:gov:ma:d

ouane#key1 H3C2AVvLMv6g
mM...

Credential Graph

publicKeyBase58

proof Proof Graph



From a paper-based CoO to JSON-LD-based VC



Which vocabularies are being used?

This is a Certificate of Origin

id of the Certificate of Origin (as a Digital Link)

DID of the Govt Agency

DID of the Exporter

CoO Status

Anatomy of a CoO as a W3C Verifiable Credential (I of III)

validFrom

validUntil

https://www.douane.gov.ma/credential/coo/wzk24v3Go1dDMabh


UCR as per WCO Recommendation

Exporter DID

Importer DID

UN Harmonized Commodity Description and Coding

Anatomy of a CoO as a W3C Verifiable Credential (II of III)

Origin Country as per ISO 3166

Other information about the consignment could also be encoded (Vessel id, etc.)

Other data could be encoded such 
as the invoice number, etc. 

A GS1 Digital Link to the consignment’s Digital Twin could also be provided



Proof to verify the authenticity of the CoO

Signature as per  JWS standard 
IETF RFC 7515

Points to the public key of the contained on the Govt 
Agency DID that allows to verify the CoO

Anatomy of a CoO as a W3C Verifiable Credential (III of III)



Next Steps

● VC Vocabulary / Extensions

● Reference Architecture

● VC Protocols for Trade

○

○

● full implementation of VC in ATLAS

○ →

○ →

○

● DID/VC Building Block

○



Backup Slides



● What is a Decentralized ID (DID)?

○

○

○

○ JSON-LD

●
○

○

○

○

●

W3C DID Standard



Which vocabularies are being used?

Cryptographic material 
for verification purposes

Resolvable DID URI 

Who controls the DID

Anatomy of a W3C DID Document. Ex. Govt Agency. 

Service to obtain a new CoO

https://www.douane.gov.ma/credential/coo/wzk24v3Go1dDMabh


The JSON-LD @context 
● @context

○

○ shortcut terms

● shared vocabulary

○

■ "CertificateOfOrigin" → "https://w3id.org/atlas/v1/coo#CertificateOfOrigin"

■ "CertificatdOrigine"  → "https://w3id.org/atlas/v1/coo#CertificateOfOrigin"

○

●

https://w3id.org/tlip/v1/coo#CertificateOfOrigin
https://w3id.org/tlip/v1/coo#CertificateOfOrigin
https://www.gs1.org/gs1-web-vocabulary


JSON-LD and international trade
●

Descriptions in multiple languages 
Ready to be consumed by different applications at 
different countries


